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The End is Coming
(Maybe)
40 years of Processor Performance
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https://youtu.be/3LVeEjsn8Ts

An Escape Hatch

The Way of the Computer Architect:

Towards domain-specific architectures

Solving narrow problems

Delineated by specialized languages

Gustafson’s law: aim for throughput!

What keeps us up all night?

¢ How to organize this diversity?
¢ Can we retain a “programming continuum”?
e Will PLDI have to go through the next 700 DSLs?
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The Usuba Experiment

Setup:
® Domain-specific architecture: SIMD
® Narrow problem: symmetric ciphers

® Specialized language: software circuits

Parameters:

¢ No runtime, no concurrency
® No memory access (feature!)

® Evaluation: optimized reference implementations

The death of optimizing compilers, Daniel ]. Bernstein (2015)
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Anatomy of a block cipher

Plaintext
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Anatomy of a block cipher
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Anatomy of a block cipher

Rectangle /SubColumn

The S-box used in RECTANGLE is a 4-bit to 4-bit S-box § : F§ — F}. The action of this S-box in
hexadecimal notation is given by the following table.

Caution: lookup tables are strictly forbidden!
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Anatomy of a block cipher

Rectangle /SubColumn

The S-box used in RECTANGLE is a 4-bit to 4-bit S-box § : F§ — F}. The action of this S-box in
hexadecimal notation is given by the following table.

[z JloJif2/3[4]5]6[7[8]S]
[Se6]s[C[A[1]E[7][9[B]O]

ag ——— ) > bo
> =
1 = —D‘\_\D b
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Anatomy of a block cipher

Rectangle /SubColumn

The S-box used in RECTANGLE is a 4-bit to 4-bit S-box § : F§ — F}. The action of this S-box in
hexadecimal notation is given by the following table.

[z Jlof1[2]3]
[Se6]5[CTA]

4
1

void SubColumn(__m128i *al0, __m128i *ail,
__ml128i *a2, __m128i *a3) {

__ml128i t1, t2, t3, tb, t6, t8, t9, til;
__m128i al0_ = *a0; __m128i al_ = *al;
tl = “x*al; t2 *a0 & tl; t3 = *%a2 ~ *a3;
*a0 = t2 ~ t3; tb *a3 | t1; t6 = aO_ ~ tb;
*al *a2 =~ t6; t8 = al_ "~ *a2; t9 = t3 & t6;
*a3 = t8 ~ t9; t11 = *a0 | t8; *a2 = t6 ~ t11;
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Anatomy of a block cipher

Rectangle /SubColumn

The S-box used in RECTANGLE is a 4-bit to 4-bit S-box § : F§ — F}. The action of this S-box in
hexadecimal notation is given by the following table.

[ f[oj1j2/3 5/6]
[S@[6]5[CTA[I[E]T]

table SubColumn (a:v4) returns (b:v4) {
6, 5, 12, 10, 1, 14, 7, 9, 11, 0, 3, 13, 8, 15, 4, 2
}
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Anatomy of a block cipher

Rectangle/ShiftRows

node ShiftRows (input:
returns (out:

)

ShiftRows
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Anatomy of a block cipher

Rectangle/ShiftRows

— node ShiftRows (input: )
— returns (out: )
— let

— out[0] = input[0];

— tel

ShiftRows
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Anatomy of a block cipher

Rectangle/ShiftRows

node ShiftRows (input: )
returns (out: )
let
out[0] = input[0];
out[1] = input[1] <<< 1;

(T

tel

[LLCCLEELCOARTEEFRCCCLRTEEEEEOR )

[T

ShiftRows
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Anatomy of a block cipher

Rectangle/ShiftRows

LA

T

ShiftRows

node ShiftRows (input: )
returns (out: )
let
out[0] = input[0];

out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

tel
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Anatomy of a block cipher

Rectangle/ShiftRows
= — node ShiftRows (input: )
— — returns (out: )
; E let
= — out[0] = input[0];
= — out[1] = input[1] <<< 1;
E E out[2] = input[2] <<< 12;
— — out [3] = input[3] <<< 13;
= — tel

ShiftRows
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Anatomy of a block cipher

Rectangle/ShiftRows

WAL

1l

T

ShiftRows

void ShiftRows(__m128i a[64]) {
int rot[] ={ 0, 1, 12, 13 };
for (int k = 1; k < 4; k++) {
__m128i tmp[16];
for (int i = 0; i < 16; i++)
tmp[i] = alk*16+(16+rot[k]+i)%16];
for (int i = 0; i < 16; i++)
alk*16+i] = tmp[il;
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Anatomy of a block cipher

Rectangle, naively

void Rectangle(__m128i plain[64], __m128i key[26] [64],

__m128i cipher[64]) {

for (int i = 0; i < 25; i++) {
for (int j = 0; j < 64; j++)
plain[jl "= keyl[il[jl;
for (int j = 0; j < 16; j++)
SubColumn(&plain[j], &plain[j+16],
&plain[j+32], &plain[j+48]);
ShiftRows(plain);
}
for (int i = 0; i < 64; i++)
cipher[i] = plain[i] ~ key[25][il;
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Anatomy of a block cipher

Rectangle, our way

node ShiftRows (input: )
returns (out: )

vars

let

out[0] = input[0];

out[1] = input[1] <<< 1;

out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13;
tel

table SubColumn (input:v4)
returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

node Rectangle (plain: s

key : )

returns (cipher: )
vars
round :
let
round[0] = plain;
forall i in [0,24] {
round[i+1] =
ShiftRows(
SubColumn (
round[i] ~ keyl[il]
)

}
cipher = round[25] ~ key[25]
tel

9/31



Bitslicing

High-throughput software circuits

Input stream |0 |1 /0|0|0|1]1]|1|0]0|1]1

o |

<

registers 1
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Bitslicing

High-throughput software circuits

Inputstream |0 |1 (0|O(O|21]2|2|0]|0Of1(1

registers 110
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Bitslicing

High-throughput software circuits

Inputstream |0 |1 (0|O(O|21]J1|2|0]|0Of1(1

registers 1101
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Bitslicing

High-throughput software circuits

Inputstream |0 |1 (0|O(O|21]212|2|0]|0Of1(1

registers 110111

= Matrix transposition
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Bitslicing

High-throughput software circuits

Inputstream |0 |1 (0|O(O|21]212|2|0]|0Of1(1

registers 1lol1]1 (7]
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Bitslicing

High-throughput software circuits

|
registers /1 ol1l1

Output stream| O

[ERN
o
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Bitslicing

High-throughput software circuits

registers 11o0V1l1

O A
[EEN

Outputstream| 0 (1 (0|0
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Bitslicing

High-throughput software circuits

registers 1101 \j\

Outputstream( 0 (1 (0|O[(O[1]1(1]1
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Bitslicing

High-throughput software circuits

registers 110111

[eX
[EEY
[EY

Outputstream O (1 |0|O[(O0O|21}J1(1]|1
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Man vs. Machine
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Anatomy of a block cipher

The Real Thing

static void
sL(

unsigned long  al,
unsigned long  az,
unsigned long a3,
unsigned long  ad,
unsigned long a5,
unsigned long  as,
unsigned long  *outl,
unsigned long  *out2,
unsigned long  *out3,
unsigned long  *outd

unsigned long  x1, x2,

X3, %4, %5, x6,
unsigned long %3, x10,

X7, %6
i1, x12, 13, %18, x15, x16; “out3 A=
unsigned long  x17, x18, x19, %20, x21, %22, x23, x24; )
unsigned long  x25, x26, x27, %28, x29, %30, x31, x32;
unsigned long  x33, x34,

unsigned long  x4l, x2,

%38, x39, x40
unsigned long  x43, x50,

X6, %41, x48;

static vold

X34, %55, x56; 52 (

unsigned long  x57, x58, x62, x63; unsigned long  al,
unsigned long a2,
unsigned long a3,
unsigned long  ad,
unsigned long a5,

unsigned long  as,
unsigned long  +outl,
gned long  *out2,
unsigned long  *out3,
unsigned long  *outd

unsigned long 1,
unsigned long  x3, x10,
nsigned long  x17, x18,
unsigned long  x25, x26, %27,
unsigned long  x33, x34,
unsigned long  xil,

xi2) x33 xda, xds, ;
unsigned long %43, x50, x51, x52, x53, x54, x55, x56;

%6 = a6 | xL;
= x6 | x2;
&%
26~ x8;
a3 & x5
th
a2 & x5
" ey
3 | a3
X2 wld;
a4 & 15
X7 = x11 ~ xl6;
2 A= x17;
18 = a5 | al;
x19 = a6 | x18;
X132 x18;
x20 ~ a2;
| xa
x22 & x17;
a3 | x23;
21 x2d;
6 | w2
a5 & w2
22 | eh
26~ %28
X3 2T

%30 % %32;
235 x33;
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Anatomy of a block cipher

The Real Thing

(follows 10 pages of the same. .. )
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Anatomy of a block cipher
The Real Thing

unsigned long 125 = pISl; <2 (3 ° KO3, 28~ K[sE], 5 K[46], 16~ k1401, ¥ ~ K61,
unsigned long 8 K[11], &l12, §127, 11, &l
unsigned long o3 (7 ~Rr20), 1 ki 2~ kizst) b kizen, it~ kren,
unsigned long 2 k(s4), 4123, 5115, 4125, s
unsigned long s4 (e11 % k(s3], r12 * k(47], £i3 ~ k[48), r1a ~ k[24), £15 * K(32],
unsigned long 16~ k(12], 2125, al1s, a19, &l0
unsigned long 5 (£15 % x(30], £16 ~ k(21], ri1 ~ k[13], £18 ~ k[2], £19 ~ k[45),
= ta2), 417, "a1f3, a124, 212§,
SL(SL R(E1), 0% R(), s K(26), 52 0 k(3), 530 K(13), 56 (£19 ~ x(8), x20'~ k[53], r21 ~ k{14], £22 * k(31], £23  k[29],
4> k(a1], 18, alis, 5122, 4130) ~ks2), 413, si28, 4110, il
52 (r3 " k(27], £4' " K[8), ¥5 ~ K(34), 6 * k[48], rT ~ k[39], 57 (£23 " x(51], £2% * k{0], r25 * x[16], r26 ~ x[43], £27  K[36],
s~ k(19], allz, 6127, all, & 28~ x(28], &131, 4111, @121, &
3 (7 Ris3l, 18 2 k(261,19 K531, 110 % k(31 £~ k17, 8 (r27 " x[38], r28 * k(37], 129 ~ kI7], r30 * K[50], £3l * K[1],
2 k151, 8123, 5115, 4129, 1 K(22], 14, 3126, §114, 120
s4 (r11 " k141, ¥12 % k[551, ri3 ~ kl2d], ri4 * k[32], £15 * K[40], s1 (131 % k[53], 10 * (171, 11 k{321, 12 * k[41], 13 * k[19],
6~ k(20], §125, &119, 519, &10); 14 2 k[47], a8, arls, sr2z, ars
5 (r1s * X(36], rl6 % k(31], ri7 ~ ki21), r18 * k8], ¥19 * k[23], s2 (13 ~ k33, 1a°~ k(i2], 15 % k(3), 16 * k(s4], 17 ~ k(20],
Kis2], a17, 5113, a12¢, &12) [25), arl2, &r27, arl, &
6 (r19 “ x(14], x20 * k[29], r2i ~ k(51), £22 * k[9), £23 * K(35), 5317 ~ k[34], 18"~ k(6], 16 4 k[38), 110~ k[40], 111 ~ k[55),
r2¢ ~ k{301, 513, s138, &110, s118); ~k(i1), ar23, sx1s, 2o,
#7 23 % i)y w2 e i) ehs ke xde s kio), 520 0 kg2, s4 (11~ k(10), 113+ k(4), 113 ~ k(5), 115~ x(46],
k(38), a131, &111, al2l, sl6); 116  k(26], &r25, 413, er9, &
a8 (27 Skiie), adb Skihs), ehs Tkiadl, E30 ~ k(i) £31 % k(71 5 (115 “ x(44], 116 ~ k(35], 117 ~ k[29], 118 ~ k[16], 115 * k([o0],
0 » k(38], &l4, &l26, 114, 4120}; 120 ~ k(1] ar7, ari3, sr24, ar2)}
st s 40 © xien, G kil 2 e e, s 0 ez, 56 (119 ~ x(22], 130 ~ k(37], 121 ~'k[28], 122 ~ k[45], 123 * K[43],
14 2 k(48], ars, erls, &r2z, ard0); 124 2 k(7], &r3, @r28, 610, arls);
2 a3 2k, 1R 15 TRt e b ks, 17+ klas), 57 (123 * xI38], 124 ~ k[14], 125 ~ k1301, 126 * k[8], 127 * K[501,
18 ° Kk(26], &rlz, &x27, &rl, arll); 128~ k(42], &r3l, &r1l, &ral, &ré);
s a7 ° ko), 38 b kil 19 b kidh) 110 e kiadl, 2 kiza, 8 (127 ~ x[52], 128 * k(51], 129 * kl21], 130 ~ k[9], 131 * k[15],
112 ~'k(12], §r23, &rls, &r29, ; 10~ k(361, &rd, ar2s, &rld4, 4r20);
s4 (11 % k(11 112 4 k[51, 115 * k(6] m (391, 115 ~ k[471, L (£31 % K[10], X0 * k(6], ri  K[46], 2 * K[35], £3 ~ K[33],
116 ~ x(27], 6225, &rls, 6r9, &ro) 4 > k(4), s18, a1l6, 5122, 5130
5 (115 * x(43], 116 * k(38], 117 ~ k[28), 118 ~ k[15], 119 * k(30], 52 (£3 % K(47), x4~ K[26], ¥5 * k[17], xs A K[, 27 % K(34],
20 ~ ko], ar7, ari3, er24, a2 8~ k[39], &l12, 4127, 11, &l
56 (1o ki, 150 k(361,121 ~'k[31), 122 ~ k(16), 123 ~ k(42], o3 7 ~Ree), o kst re kiss]) b kisa, enn - kiz2),
12¢ ~ x(37], 3, arbs, ar1o, erif); 12~ k(25), 123, s115, 6129, els)
57 (123 * k9], 123' k(4a], 125 ~ k[29], 126 ~ k[7], 127 * k(49], st (it ke, et Skie) shs vdas) B s ez, s o k),
128 ~ k(35], er31, ir 21, ste) 16 ~ k(40), §125, 5113, 619, ;
s8 (127 " k(23], 128 * k(50], 129 ~ k[s1), 130 ~ k(8], 131 ~ k(14], o5 (515 T KU1, 216 R14S], 21 R KIE3)) £l ~ K[30), £33 % k(4]
10 % k(351 ar4, ax26, ari4, ar20); 20 ~ k(15], 17, 6113, 124, 412};
S1 (£31 7 K(11], x0 7 K(32], ¥1 ~ K471, T2 ~ k(24], ©3 ~ k[34], 6 (r19 “ x[36], x20 ~ K(51], 21 ~ k[42], r22 * k[0], £23 * k[2],
¥4 ° K(51, s1s, @lls, 122, 4130); 24~ k(21], §13, 6128, §110, 4118);
s2 (13 kUgs], wh *klan, ks> kil 56 - k2, 67 0 ko, 7 (x23 " k[52], r24 * (28], 25 * k[44], r26 ~ k[22], x27 * K9],
“ktn), 8131, 6111, "a121, 616
3 8 (x27 " k[7), x28 * k(38], r29 * x[35], r30 * k[23], £31 * (291,
" k[s0), 414, 126, &114, §120)
st s1 (131 % k[24], 10 ~ k{201, 11 (3], 12~ k[12], 13 * k[47],
14 k(ie), s, aris, &x22, 43
ss 52 (13~ k(4), 14 * K[40), 15~ K(8], 16~ k(25], 17 ~ k[48],
8~ k(53), er1z, ar27, ex1, ar
=6 5317~ k[s), 18 ~ k[38], 15 ~ k[10), 110~ k(11], 111 ~ k(26],
12 ~k(39), ar23, sris, ar29, er
B s1 (11 % k(13], 112 ~ k(32], 113 ~ k(33], 114 ~ k[41], 115 ~ k(17],
116 ~ k{sa], &r25, &r15, ar9, &rd)
8 55 (115 ~ k1451, 116 (8], 117 ~ k(2], 118 ~ k[44], 119 ~ k(28],
t291, ar, sr13, arai, ar2);
51 6 (119 " k[50], 120 * k{381, 121 ~ k[1], 122 * k[14], 123 * k[16],
ki35, ar3, sr2s, arlo, sris);
2 57 (23 T kem, 1247 kil 1857 kel 136 kisel, 127 % ki23l,
128 © k(15], 31, &rll, r2l,
3 s8 (27 “R(21), 126 S Kis2), 129°A K451, 130 ~ K[371, 131~ K(83),
0 ~k(8), ara, ax2s, ri4, ar
st s1(e31 % k(s), £0 ~ K[27), 1~ k[10], xz A Kk(19), £3 % k[s4],
=4 " (28], als, alie, s122, als
=5 sz s k) e ks i) xs S Kk(32), £7 ~ k(58]
8~ k(3), sl12, §127, 11, &117);
s6 53 (67 % k[12], t6 * K(41], £ % K(17], m k(18] £11 * (33,
12~ kiae), 123, s115, 129, s15)
57 1 (r11 * k20, r12 ~ k(39], ri3 * k[40], F14 * k[48], £15 * K[24],
16 * k[41, 5125, 6119, 519, 410);
8 M50~ kise, 131  kraz, 5 (r1s * k(52], x16 » k(15], r17 ~'k[3], rls ~ k511, r19 * K[35],
3 0); 120 *'k(361, 517, 6113, 5124, 412);
L (r31 * X[39], ¥0 * k(3], 1 * K(18], 12 ~ k[27], £3 * k[5], 6 (r19 " x(2], x20'" k[45], r21 * (8], 122 * k[21], r23 " k(23],
4 2 k(331, 18, &l16, 5122, a130); 24 % k(421, 813, si28, 5110, &118);
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Anatomy of a block cipher

The Real Thing

(623 7 KILAT k24 K51 635 7 KISR) 526 ¢ kl43l, 127 k(oL 51 (111 7 X331, 112 ~ k[271, 113 ~ KI531, 114 ~ kI4], 115 ~ k[12],
1, . . &x0);
5 (115 “ x(8], 116~ k(30], 117 * k{521, 118 * k[35], 119 * k[50],

6 (119 “ k(45], 120 4 k(1], 121 * k(23], 122 ~ k(36], 123 * k[T],

57 (123 * k(29], 124 A k(8], 125 * Luel, izs A k(311,127 ~ k(14],
k(s

85 (115 X(71, 116~ k(281,117 * k{231, 118 ~ k[381, 119 ~ k149,
1 (501, 4x7, &¥13, 4x2d, 5x2);
6 (115  x(16], 120 * x{0l, 121 ~ xi22], 122 * k[351, 123 * k[37],

B
126 ~ kl21, 127 * X[44],
K(36), ar3l, irll, ar2l, sre);

D oxaf k(7] 55~ Kk[40), £6 % K30, €7 < kizs,
k(301 ara, ar2b, aria, 4r20); 6 % k{s), &112, 4127, a11, 6117
1 (£31 7 k(34], 0 " K(S5], 1~ K(13], £2 ~ k(47), £3 " k(25), - i
~kiba), ., 4130

53 (£7 " k[40], r8 " k(12], 9~ K(20], r10 ~ k(46], r1l " k4],
rl2 ~ k(17], 6123, 4115, 4125, &1

s e 2 sl eid * o), w3 ¥ KT na s ks, w1 2 ki, £5 % K[191, 10 * k[20], F11 * k[3],
ris ~ k{321, §125, &l19, §19, &10}; V4R, )l i i

a5 15 SRia1)s e1e Sass, wr R k50, e1s & ka2l 119~ ks, ~clsal)

z20 * kio), wn, i, lag, ez

o7 123 Szl 03 SrieR): k2t hk(Hl Fhs ~ k1e), r27 ~ ki3,
28 ~'xs0], s131, alil, a121, sle);

£12 0 KLl 13 0 k(100 11 7 k(18] 515 ki26),
ki), a125, slis, 219, el

a1 ~ers));
1 . . 30); (211
52 (13 " k(53], 14'" k(32], 15 ~ K(55], 16 ~ k(17], 17 ~ k[40], er13));
18 ~ k(20), arlz, &r27, arl, &r17 et
53 (17 ~ k541, 18 " (261, 19~ k(341 m k131, 111 - k08,
112 ~ ki8], &r23, &rls, §rzd, er
sS4 (11 k(51, 112 * k[241, 113 ~ x(251, 114 ~ k[331, 115 ~ k[41], 16 ° k(44], r17 ~ K[7], r18 ~ k(49], £19 * K(9,
116 * k(a6], §r25, &rls, £x9, &x0); 1, slis, s124, 612);
5 (115 * x(35], 116 * k(2], 117 * x[s1], 118 ~ k[7], 119 ~ k[22],
20 ~'x(23], &7, &r13, ar24, ar2);

0);
£20 * k[15], £21  k(37), r22 * k[50], r23 " k(21],
4~ ki1e], a3, sizs, 110, alie);

S1(e31 % x(s], £0'" k[26], ri ~ K[41], r2 * k[18], £3 ~ k[53), ed1);
i ® k{241, als, &i1s, $122, &13 2
52 (r3 * x110], xd " k[46], 15 ~ K[12], 6 * K[6], £T ~ kI54], et
8~ k[34], &llz, §127, @11, &ll ~ elion;
53 (x7 ° k[11], x8 " k[40], 19~ K[48], r10 * K[17], rll * k[32],
12 ~ k1201, §123, 5115, §129, 515);
s4 (r11 * k(19], r12 4 K[13], ri3 ~ k[39), r1d * k[47], £15 * K[55], 24~ K[23], r25 * kI8, x26 * k(45], r27 ~ k[28],
16 ~ k{31, 6125, slis, @19, &l 511, 8131, alil, a121, sl6);
5 (r15 “ x(43], ri6 » K[16], r17 ~'K[38), ri8 ~ k(21], 19 * K(36], “elsTs
20 ~ x[37), 617, 8113, 124, 812} ~cl2an);
6 (r19  x(31), £20 * k[42], r21 ~ k(9], r22 ~ k[22), £23 ~ K(52], ~ ela3n);
r2¢ ~ x{a3], 613, slds, ai10, slis); e(s81);

a8 (27 k129, tb S li)s £5h S ELB) 35 - k{141, £31 & k(511 28 ° K(29], £29 ® k(30], r30 * k(42], 31~ k(52],

31, 514, 6126, £114, 5120)

o 0);

s st st 10 © xtaon, G xissn, a2 e ez, s o, ctasn;
14 k[13], srs, exls, sr2z, ar30); et

52 (13~ k(24], 14 k[31, 15~ k(261 ls  K(201, 17 ~ k1111, ~clsan;
18 * k(48], arlz, sr27, erl, ar " elsh;

53 (17~ k[25], 18 k(541, 19~ k(5] m ~ k(6 111 * kl46),

k1341, ar23, ax1s, &r29, ars
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Bitsliced optimization
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Unrolling & Inlining

node ShiftRows_x2 (plain: )
returns (cipher:

let

forall i in [0,1] {

plain = ShiftRows(plain)

}

cipher = plain
tel

)

T ARRRRREE AN

T

AL

ShiftRows

ShiftRows
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Unrolling & Inlining

node ShiftRows_x2 (plain: )
returns (cipher:b64)

let
forall i in [0,1] {
tmp[0] = plain[0];
tmp[1] = plain[i1];

tmp[16] = plain[17];
tmp[17] = plain[18];

l
T

tmp[63] = plain[60];
plain = tmp;
}
cipher = plain
tel

l
AL

T ARRRRREE AN
!

ShiftRows  ShiftRows

14 /31



Unrolling & Inlining

node ShiftRows_x2 (plain: )

returns (cipher:b64)
let
cipher[0] = plain[0];
cipher[1] = plain[i];

cipher[16] = plain[18];
cipher[17] = plain[19];

T

WL L

cipher[63]
tel

plain[57];

11l

]

ShiftRows (x2)
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Scheduling bitsliced code

// Suppose f: bl -> bl and g: bl -> bl
node my_cipher (a:b7) returns (c:b7)
let b = f(a);

c = g(); tel
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Scheduling bitsliced code

a0

ai

a

as

a4

as

a6

// Suppose f: bl -> bl and g: bl -> bl
node my_cipher (a:b7) returns (c:b7)

let b = f(a);
c = g(); tel

(&)]

C1

2

a3

Ca

Cs

C6
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Scheduling bitsliced code

// Suppose f: bl -> bl and g: bl -> bl
node my_cipher (a:b7) returns (c:b7)

let b = f(a);
c=gm; tel
ao @ bo : @ Co
a @ by @ a
az @ by @ &)
as @ b3 @ &}
as @ bs @ Cs
a6 @ be @ Co
time

15/31



Scheduling bitsliced code

// Suppose f: bl -> bl and g: bl -> bl
node my_cipher (a:b7) returns (c:b7)
let b = f(a);

c = g); tel

as

a6

()]

C1

(&)

time
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Making larger slices
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Parallelization strategies

64 bits

64
registers|

i J

SSE registers : 128 x 1 bits

u1x64
(bitslicing)
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Parallelization strategies

64 bits 64 bits
— . — .
16 bits 1bit
4 1 J
7
VT J
[T J
‘ 4 ‘ ‘ ‘ ‘ [T J
4 64
registers ‘ " ‘ ‘ ‘ ‘ registerg
7]
NN dm ‘
SSE registers : 8 x 16 bits SSE registers : 128 x 1 bits
u 16x4 uix64
(V-slicing) (bitslicing)
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Parallelization strategies

4
registers

64 bits

16 bits

SSE registers : 8 x 16 bits
u 16x4
(V-slicing)

64 bits
1_[3i1
1 J
7
[T J
1 J
[T J
64
registers
[T

SSE registers : 128 x 1 bits
u1x64
(bitslicing)

64 bits

16 bits.

4
registers ‘ ‘ ‘ ‘ ‘ ‘

SSE registers : 16 x 8 bits
u,16x4
(H-slicing)
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V-slicing

ShiftRows in Vertical mode

16 bits
—

node ShiftRows (input: )
let out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13;

(out:

tel

Plaintext ’

]

4

SSE

|
|
registers) |
|

bl
T
N
%
T

8 x 16 = 128 bits
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V-slicing

ShiftRows in Vertical mode

16 bits
—

node ShiftRows (input: )
let out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13;

(out:

tel

Plaintext ’

 S—

SSE

registers

|
i)
|
|

8 x 16 = 128 bits
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\/‘SllClIlg; node ShiftRows (input: ) : (out: )
ShiftRows in Vertical mode let  out[0] = input[0];

out[1] = input[1] <<< 1;

out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13; tel

1 [ [ [ [ [ | K

—»| «1 | «<1 | «1 | «<1 | «1 | «1 | «1 | «1 |»

79| XK 12 | X 12 | <X 12 | <k 12 | <X 12 | <X 12 | <X 12 | XK 12 |>

I

79| K13 | K13 | K13 | K 13 | XK 13 | K13 | XK 13 | XK 13 |>

ShiftRows

__m128i _mm_sll_epil6 (__m128i a, __ml128i count)

18/31



H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode | 1€t out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
16 bits out[3] = input[3] <<< 13; tel

Plaintexts |{j\

I e s

4
SSE

| |
registers ’ | | | | | | | | | | | | | | | ‘
| |

16 x 8 = 128 bits
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode | 1€t out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
16 bits out[3] = input[3] <<< 13; tel

Plaintexts

IRNNNSSSSUEEN

/]
LI A v e
SSE

e LI T
HEEEEEEEEEEEEEEE

16 x 8 = 128 bits
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode | 1€t out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
16 bits out[3] = input[3] <<< 13; tel

Plaintexts

RS #F I ERRNNNNNS NS
(T T I IIT]

16 x 8 = 128 bits
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode |1et  out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

16 bits out[3] = input[3] <<< 13; tel

Plaintexts | | )

|

L L LTINS LT ]
&) LA VA/I \kﬂ INNEEE
resers) | VVXAZ%V v\mk*WN [

i

M

l
|

16 x 8 = 128 bits
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode |1et  out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;

16 bits out[3] = input[3] <<< 13; tel

e ||| T T -

SSE

e LI T

16 x 8 = 128 bits
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode | 1€t out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13; tel

HEEEEEEEEEEEEREE

K1

HEEEEEEEEEEEEEEE

__m128i _mm_shuffle_epi8 (__m128i a, __m128i b)
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode |1et  out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13; tel

XK 12

__m128i _mm_shuffle_epi8 (__m128i a, __m128i b)
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H—Slicing node ShiftRows (input: ) : (out: )

ShiftRows in Horizontal mode | 1€t out[0] = input[0];

out[1] = input[1] <<< 1;

out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13; tel

HNEEEEEEEEEEEEEE

<k 13

__m128i _mm_shuffle_epi8 (__m128i a, __m128i b)
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Quick Peek at the Language

node ShiftRows (input: )
returns (out: )

vars

let

out[0] = input[0];

out[1] = input[1] <<< 1;

out[2] = input[2] <<< 12;

out[3] = input[3] <<< 13;
tel

table SubColumn (input:v4)
returns (out:v4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

node Rectangle (plain: s
key : )
returns (cipher: )
vars
round :
let
round[0] = plain;
forall i in [0,24] {
round[i+1] =
ShiftRows (
SubColumn(
round[i] ~ key[il]
)

X
cipher = round[25] ~ key[25]
tel
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Quick Peek at the Language

node ShiftRows (input:up )
returns (out:up )
vars
let
out[0] = input[0];
out[1] = input[1] <<< 1;
out[2] = input[2] <<< 12;
out[3] = input[3] <<< 13;

tel

table SubColumn (input:up ‘mx4)
returns (out:up ‘mx4) {

6, 5, 12, 10, 1, 14, 7, 9,

11, 0, 3, 13, 8, 15, 4, 2

node

vars

let

tel

Rectangle (plain:up R
key :up [26]1)
returns (cipher:up )
round : up [26]
round[0] = plain;
forall i in [0,24] {
round[i+1] =
ShiftRows (
SubColumn(
round[i] ~ key[il]
)

}

cipher = round[25] ~ key[25]
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Quick Peek at the Language

node ShiftRows (input:ul6x4)
returns (out:ul6x4)
let
out[0] = input[0];
out[1] = input[1] 1;
out[2] = input[2] 12;
out [3] = input[3] 13;
tel
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Quick Peek at the Language

node ShiftRows (input:u) 16x4)
returns (out:uy 16x4)

let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out [3] = input[3]

tel

vslicing

shifts
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Quick Peek at the Language

node ShiftRows (input:uy16x4)
returns (out:uy16x4)

let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out [3] = input[3]

tel

hslicing vslicing

shuffles shifts
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Quick Peek at the Language

node ShiftRows (input:up )
returns (out:up )
let
out[0] = input[0];
out[1] = input[1]
out[2] = input[2]
out[3] = input[3]

tel

bitslicing hslicing vslicing

renaming shuffles shifts
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Usuba

Normalization

m-sliced optimization

Unrolling/inlining
scheduling
CP/CSE

Usuba0

Transpile

Register Allocation
(ICC/GCC/Clang)

X86/Arm/PPC/Sparc
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Monomorphization

30 SR
Transposition
25 | ... Rectangle cipher ES5RZ]
0 20 [
=
&
315
ES
© 10 |
5F %
0 2 2 2 2 2
\\é\\o ‘6\\(}\0 \\6-\\0 ®QO ‘\9«\\0
GP SSE AVX AVX2 AVX512
(64-bit) (128-bit) (128-bit) (256-bit) (512-bit)

node Rectangle (plain : ul6x4, key : ul6x4[26],
cipher : ul6x4)

void RectangleV (__m256i plain[4], __m256i key[26][4],
__m256i cipher[4])

void RectangleB (__m128i plain[64], __m128i key[26][64],
__m128i cipher[64])
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Scheduling m-sliced code

node my_cipher (a,b:b4) returns (y:b4)
let forall i in [0, 3] {

tmp = ~ alil;
y[il = tmp -~ blil;

} tel
ap ——
bg AN Yo
N O
by \ifl/ i
N O
by \/\J Y2
as ~
b3 AN y3

time
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Scheduling m-sliced code

node my_cipher (a,b:b4) returns (y:b4)
let forall i in [0, 3] {

tmp = ~ alil;
y[il = tmp -~ blil;

} tel
ap ——
bg AN Yo
N O
by w i
N O
by \/\J Y2
as ~
b3 AN y3

time
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Scheduling m-sliced code

a0

al
by

an
b

das
bs

let forall i in [0, 3] {
=~ alil;
y[il = tmp ~ b[il;

node my_cipher (a,b:b4) returns (y:b4)

} | tel

g
&) 7
; & 2
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Interleaving

node my_cipher (x:b4) returns (y:b4)
let y[0] = x[0];
forall i in [1, 3] {
y[i] = y[i-11 = x[i];
} tel

X0 Yo

X2 \/\@D\/\ y2
X3 A\ y3

time
25/31



Interleaving

node my_cipher (x:b4) returns (y:b4)
let y[0] = x[0];
forall i in [1, 3] {
y[i] = y[i-11 = x[i];
} tel

X0 Yo

X2 \/\//@\/\ y2
X3 A\ y3

time
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Interleaving

node my_cipher (x:b4) returns (y:b4)
let y[0] = x[0];
forall i in [1, 3] {
y[i] = y[i-11 = x[i];
} tel

Yo

N \/\ : %
X ) — g "
X ' ) — 1z
X3 ' A) 1z
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Evaluation & Conclusion
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Evaluation

Usuba vs. Reference
Serpent/x86-64
Serpent/SSE2
Serpent/AVX2
Serpent/AVX
Rectangle/x86-64
Rectangle/SSE4.2
Rectangle/AVX2
Rectangle/AVX
DES/x86-64

Cipher/Archi

Chacha20/x86—-64
Chacha20/SSSE3
Chacha20/AVX2
Chacha20/AVX
AES/SSSE3
AES/AVX

-20

-10

0
Usuba speedup (%)

10

20
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Evaluation

Scalability

Pavisarara]
S

AW

VZIZI7I7I]
¥zzzza

PR

AVX 128
AVX2 256
AVX512 512-bi

AR

NN

N

s

dnpeads
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Conclusion

Usuba:
® High-level description of combinational circuits

® General model of m-slicing

® Generates optimized C code

Cipher | Mode | CC | Inline | Unroll | Interleave | Schedule

DES bitslice | Clang v v v

bitslice | Clang v v v

AES hslice | Clang v v v

bitslice | ICC v v v

Rectangle | hslice | GCC v v

vslice | Clang v v

Chacha20 | wvslice ICC v v v
Serpent | vslice | Clang v v
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Take-aways

Satisfying:
® Simple programming model / language
® Compiler exploits these invariants

® Correctness: equivalence of combinational circuits

Itself a back-end for further transformations
(aggregated bitslice model)

Disappointing:
® Do we really need a language for that?
® How to achieve economies of scale?

® How to interact with sequential code?
(e.g.: crypto runtime)
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Our roadmap

1. Develop bitslicing as a programming model

® Protection against faults
® Protection against side-channels

2. Take back control!

® Custom register allocation

® Bypass C / target Jasmin

® End-to-end correctness proof (without the chains)
3. Beyond data parallelism

® Factor in the crypto runtime
® Target embedded devices
® Find a suitable host

4. 777

5. Turing award (see Patterson & Hennessy's lecture)
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